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Speaker introduction

About Me:

● Current - Manager Network Specialist 
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David
Reisfeld
Google Cloud 

● Past -

○ Product Management  & Pre-Sales Engineering
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What’s the problem?
Why do you care about video piracy?
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Digital video piracy 
deprives the U.S. economy 
of a minimum of $29.2 
billion in reduced revenue 
each year*
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* https://www.uschamber.com/intellectual-property/quick-take-your-primer-digital-piracy-and-its-impact-the-us-economy 

https://www.uschamber.com/intellectual-property/quick-take-your-primer-digital-piracy-and-its-impact-the-us-economy
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Why worry about solving for video piracy?

Loss of 
Revenue

Cost of 
Delivery
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Just stop it
Block the bad actors
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Lots of data to sift 
through

Need to identify 
bad actors 

Time & Resources

Mechanism to 
Stop Stream

Just Stop It - Simple
Why is this so hard to address
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How do Content Providers 
Try to Mitigate Piracy 
Today
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Monitor known 
pirate websites



Manually 
Process Logs



Rotate access 
tokens
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Lets automate the 
problem away
Use machine learning to help identify bad actors
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Basic Workflow for Token Revocation

Delivery Logging Detection Invalidation

End
User
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Token Revocation Workflow

Media
CDN

End
User
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Token Revocation Workflow

Media
CDN

End
User

BigQueryLogging
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Token Revocation Workflow

Media
CDN

End
User

BigQuery ML
Machine 
Learning

BigQueryLogging
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Leverage details from 
the Media CDN log 
lines
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Invalidation

Token Revocation Workflow

Media
CDN

End
User

BigQuery ML
Machine 
Learning

BigQuery

Cloud 
Pub/Sub

Service Extensions Cloud Scheduler

Logging

Artifact
Registry

Cloud 
Storage

Cloud 
Functions
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Invalidation

DetectionLoggingDelivery
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Media
CDN

End
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RESULT:

No Human in the Loop
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What can go wrong?
Some pitfalls with using automated invalidation
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Time Interval

● Duration time of playback token
● Live event vs VOD
● Pipeline can only run as fast as the weakest link
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What can go wrong?



Proprietary & Confidential

Not looking at the right metrics

● Just looking at tokens
● Not looking at Geo or ASN
● Putting too much emphasis on ASN
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What can go wrong?
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Cost

● Log processing 
○ Multi-CDN log ingestion 

● Log storage
● Cost to run the invocation pipeline
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What can go wrong?



Q&A
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Thank you


